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1. INTRODUCTION

Indigo Signature Service is a web-based service for signing documents. Indigo Signature Service is very
helpful when:

e Several people must sign a document (even remotely).
e There are many different combinations of required signatures for different types of documents.
e There is a need for one central place for signing documents.

Indigo Signature Service s signing method uses a certificate on the client machine. As an option, Indigo
Signature Service supports the SAFE-BioPharma® Digital Identity and Signature Standard provided by
Verizon.

2. STARTING SIGNATURE SERVICE

To start the Service, navigate to the login page and enter your credentials:

Signature Service

Authorization

Login

Password

+ &

In case the authorization is successful, the main page opens. The main page contains two tabs,
Documents and Templates. When the Service starts, the main page displays the Documents tab.

See Section 3 for information about the Documents tab, managing and signing documents. See Section
4 for information about the Templates tab and using templates.

3. MANAGING DOCUMENTS

Users can upload new documents to the Service (see Section 3.2) and sign them using the Service
interface (see Sections 3.3 and 3.4).

Indigo Signature Service supports two types of signature - 1) using the local signing method and 2) using
the SAFE-BioPharma® Digital Identity and Signature Standard. The signature type is defined during the
Service installation. See the Installation Guide.
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3.1. DOCUMENTS TAB OVERVIEW

The Documents tab displays the list of documents available for the current user.

Jung Sang Suh | Logout
Signature Service

Documents Templates

= Upload New Document > Refresh |_ Show all documents Status | All ;I Search Time Period IAII - I

Signing Start Date

Last Update Date

¢ Jung Sang Suh, ¥ Feter Duval,

Report00z paf g 12-Mar-2014 17:23 12022014 17:22 Jung Sang Suh v X % ©
porie B Submittzd ! ! 4ng =an = % Martin Moskovits v X v @

Reportd01.paf g 12:Mar-2014 17:22 12-Mar-2014 17:22 Jung Sang Suh b Seng St | R eteriDaal y ©
EpesiLed Submitted R : R : ung Sang Su % Martin Moskovits v & ¥ ©

10 |=| Documents on the page Totsl Documants: 2 Pe o8

You can filter the list of documents by status and time period. To filter the documents, click = in the
Status or Time Period field, and then click the value in the dropdown list. Documents can have one of
the following states:

e Submitted - new document just uploaded to Indigo Sighature and having no signatures
Signing - at least one signature is complete, but not all

Signed - all signatures are complete

e Archiving - document is being archived

e Archived - document is archived

e Rejected - one of the signers rejected the document

When uploaded to the service, a document acquires Submitted status. When the signing process starts,
the document’s status changes to Signing.

v Jung Sang Suh, & Peter Duval

Ropanid gad & Bagiaty 12214 1T 2314 18 iy Sy Skt X barie Mogkoets * o
N B - - - - # Mg Serg Seh. & Pew vl
Fipert 01 —— 2 40-2014 1722 2402014 1722 Jung Barey Suk ¥ barte Motiorvis v K + B

Finally, when the last witness signs the document, it acquires the status Signed, then Archiving, and,
finally Archived.

# Jung Sang Suh, % Peter Duval,

Reportd2. pdf @ Archived 12-Mar-2014 17:23 20-Mar-2014 18:28 Jung Sang Suh o Martin Mezkavits + O

To see all documents that you have ever dealt with, including signed and archived ones, select the
Show all documents checkbox. To see only those documents that are awaiting your signature, clear
the Show all documents checkbox.

You can search documents by the file name. To search for a document, enter the file name into the
Search field and press Enter.

For each document, the list displays its status, signing start date, the date of last update, the author,
and Witnesses in the corresponding fields. The witnesses who is the next to sign the document has a
pencil icon (") next to his/her name, the witnesses who are still in the queue have an hourglass icon
(=) next to their names, while the witnesses who have already signed the document are marked with a
green check mark (¥). If the first person in the template rejects the document, it acquires Rejected
status, and the Service marks the signer who rejected the document with a cross (%) while other

signers in the list with a crossed pencil sign (f@ ).
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Signature Service

Documents Templates

= Upload Hew Document > Refresh Show all documents Status  All - Search Time Period  All b
Document Name Status Signing Start Date - Last Update Date Author Signers

75395125-0411v2.pdf 3% Rejected 14-1an-2015 17:06 14-1an-2015 17:07 Martin Moskovitz 3 Martin Moskovitz, & User Useroff + 0
04541104-0001v1.pdf [ Submited 14-1an-2015 17:04 14-1an-2015 17:04 Martin Moskovitz & Martin Moskovitz v %X % O
00122429-0983.paf B Archived 14-Jan-2015 15:25 14-1an-2015 15:45 User Useroff o User Useroff, 4 Martin Moskovitz + 0
10~  Documents on the page Total Documents: 3 E A E o E A\ Z'

The Action column contains clickable icons that allow users to perform the following actions:

b’

- Sign the document

- Reject the document

- Move in the list

- Show information about the document

»®

@ &

You need to refresh the list of documents in order to see new documents that might appear during your
session. To refresh the list, click Refresh.

3.2. UPLOADING DOCUMENTS

Before uploading a document, make sure there is a required template to link to the document. See
Section 4.2 for information about creating templates.

To upload a new document:

1. On the Documents tab, click Upload New Document. The following dialog box opens:

Upload New Document b4

E‘rEIEl:thmment|Rep.grt005_pdf | | Browse |

Select Template | Templatenn =

2. Click Browse and select the document.
3. Inthe Select Template dropdown list, click the required template.
4. Click Submit to upload the document. Otherwise, click Cancel.

3.3. SIGNING DOCUMENTS WITH LOCAL SIGNATURE

To sign a document using the Indigo Signature Service local method:

1. On the Documents tab, in the Action column, click the Sign icon (* ) next the document. The
following dialog box opens:
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Signing Document ®

Document Mame: 04641104-0001v1.pdf

Status: 51 Submitted
Signing Start Date: 14-Jan-2015 17:04
Last Update Date: 14-Jan-201517:04
Author: Martin Moskovitz
Witness: Martin Moskovitz

Password:
Certificate: Browse

Comment:

Please download and read the document before performing any other actions

2. Enter your Signature Service password into the Password field, click Browse and select the
relevant certificate, and then click View to read the document before signing.

Note
You can perform these actions in any order. Viewing the document is a mandatory step. The Sign
button is disabled until you view the document.

3. Enter comments into the Comment field, if necessary.
4. Click Sign to complete the signature, otherwise click Cancel.

The signed document appears in the documents list and becomes available for the next signer who
receives an e-mail inviting him/her to sign the document.

The Service adds a page with a list of all persons who signed it at the end of the sighed document:

I O ay Date: 2015.01.14 19:10:01 MSK

Reason: | am the author

[]
N I ko I a y Date: 2015.01.14 19:11:32 MSK

Reason: Witness

3.4. SIGNING DOCUMENTS WITH SAFE-BIOPHARMA SIGNATURE

The Indigo Signature Service delivery package does not include the signing service implementation
integrated with Verizon signing service. Please contact EPAM if you are interested in this option.

To sign a document with Verizon SAFE-BioPharma® Digital Identity and Signature Standard:

1. On the Documents tab, in the Action column, click the Sign icon (* ) next the document. The
following dialog box opens:
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Signing Document o

Document Name: Report001.pdf

Status: [[] Submitted

Signing Start 12-Mar-2014 17:22
Date:

Last Update 12-Mar-2014 17:22
Date:

Author: Jung Sang Suh

Witness: Jung Sang Suh, Peter Duval, Martin Moskovits

Comment:

Plzase download and read the document before performing any other actions.

2. Before signing the document, click View to display the document in a PDF plugin.

Note
This step is mandatory. The Sign button is disabled until you view the document.

3. Enter comments into the Comment field, if necessary.
4. Click Sign. The Verizon login page opens:

SAFE-BioPharma.

Enter your cr

Is for

5. Enter your credentials and click Login. The following message appears:

Authorizing by Verizon b 4

You will see Verizon authentication page in few seconds. Otherwise, you can click on
the link right now.

Open Verizon login page
Once you have logged in Version, please wait for signing process completion.

6. When prompted, obtain a one-time password either by e-mail or from a token device, enter it,
and click Login:
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SAFE-BioPharma.

Request One-time passcode

Select an icon to the right of a device to get a one-time passcode. Or, enter the
passcode from a token device.

mail@cmp.com

We have sent a one-time passcode to mail@cmp.com.
Enter the one-time passcode in the box below.

Resend Passcode [¥IRemember this method to auto-send

11. Confirm your permission to sign documents:

SAFE-BioPharma.

SAFE Fu Sen would like permission to:

Digitally sign documents with your signature for this session.

NOTICE - PROPRIETARY SYSTEM - This system is intended to be used solely by authorized users
in the course of legitimate corporate business. Users are monitored to the extent necessary to
properly administer the system, to identify unauthorized users or users operating beyond their
proper authority and to investigate improper access or use. By access this system, you are
consenting to this monitoring.

After you click Allow, the signing process starts:

Signing document

Please wait until document has been signed.

(A
<

If the signature is successful, the following message appears:

Document was signed

Document "Reportd02. pdf was signed sucoessfully.
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The signed document appears in the documents list and becomes available for the next signer who
receives an e-mail inviting him/her to sign the document.

The Service adds to the document a page with the list of all persons who signed it:

Jung Sang Suh

Reason:/l'am the author
Date: 2014-04-14 09:41:56 -0400

Peter Duval

Reason Witness
Date: 2014-04-14 09:48:11 -0400

This page was not included in the original document but was added by the digital signature signing service at the
request of the custodian (Verizon Identity Services) responsible for initiating the digital signature lifecyce of the digital
signature field(s) contained on this page. These signatures apply to the original document content.

3.5. REJECTING DOCUMENTS
To reject a document:

1. On the Documents tab, in the list of documents, click the cross icon (**) next to the
document. The Rejecting Document form appears.

Rejecting Document »x

Document Name: description v3 LS.pdf
Status: 5] Submitted
Signing Start Date: 15-Jan-2015 16:08
Last Update Date: 15-Jan-2015 16:08
Author. System Administrator
Witness: System Administrator, Test user

Comment:

I O

<E|Jﬂm> Confidential | 9



Indigo Signature Service Version 1.0
User Guide May 7, 2015

2. Click View to read the document before rejecting.

Note
This step is mandatory. The Reject button is disabled until you view the document.

3. Type comments into the Comment field.

Note
This step is mandatory in the rejection case.

4. Click Reject to reject the document. Otherwise, click Cancel.
5. Click Close in the information message.

4. MANAGING TEMPLATES

When loading a document into the system, you must assign a template to it. A template is a sequential
list of persons who are to sign the document. All available templates appear in a list on the Templates
tab.

4,1. TEMPLATES TAB OVERVIEW

The Templates tab lists all templates available for the current user:

Jung Sang Suh | Logout

Signature Service

Templates

7!
Templates
Template Name «
Templat=001 Jung Sang Suh Jung Sang Suh, Feter Duval, Martin Moskovits & ®
m Tempistes on the page Total Tamplstes: 1 Be o

On the Templates tab, users can create, edit, and delete templates.

4,2, CREATING TEMPLATE

If there are no templates suitable for a new document, you must create a new template before
uploading the document to the Service.

To create a new template:

1. On the Templates tab, click Create New Template. The Edit Template form appears.

Jung Sang Suh | Logout

% % Templates

Edit Template
Template003
o Add Signature Bipokc 1

Templates

Template Hame -

Template001 Jung Sang Suh Jung Sang Suh, Pater Duval, Martin Moskovits & %

10 v] Tempistes on the page Tots! Ternpistes: 1 = (<@ (=]

2. Type the template name into the editable field.
3. Click Add Signature Block 1 to enter the first signer’s name to the list. A signature block with
editable fields appears.
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Indigo Signature Service

[ o o PR s |

Edit Template

Template Name

Signature Block 1 | Username, First Name or Last Name Reason: | | am the Witness ®

o Add Signsture Block 2

Templates

Template Name «

T System Administrator System Administrator, Test user 1 Test, Nikita Karuze. & %

Templstes on the page Total Templates: 1 BOo 08

4. Enter the first signer's Username, first name or last name into the editable field.
Note
You can add only those users whose accounts exist in the Signature Service system.

5. In the Reason dropdown list, select one of the reasons for signing. Administrators configure the
list of reasons during the system configuration. See the Installation Guide for details.

am the author
| am the Witness

Reason:

6. To move a Signature Block up or down in the list, click the arrows (* and *) in the right part of
the block.

Note

The sequence of Signature Blocks corresponds to the order in which the signers receive the
document for signing.

7. To delete a block, click the cross icon (*) in the right part of the block.

Jung Sang Suh | Logout
Signature Service

% % Templates

Edit Template

Template003

Signature Blodk 1 | Jung Sang Suh (JSSUH) Reason: | | am the author

) I
®

Signature Block 2 | Peter Duval (PDUVAL) Reason: | Witness

o= Add Signature Block 3

Templates

Template Name -

TemplateD01 Jung Sang Suh Jung Sang Suh, Peter Duval, Martin Moskovits

10 | +| Templates on the page Total Templates: 1 - o :‘

8. Repeat steps 3 to 7 as often as needed to add more signers.

9. To save the new template, click K4 in the upper-right corner of the template form. Otherwise,
click B to discard the template.
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4.3, EDITING TEMPLATE

To edit a template, on the Templates tab, in the list of templates, click the Edit icon ( & ) next to the
template and then follow the steps in Section 4.2.

4.4, DELETING TEMPLATE

To delete a template, on the Templates tab, in the list of templates, click the cross icon next to the
template (%) and then click OK in the confirmation dialog box.

5. MANAGING USERS

This section is for users with Administrator privileges.

Administrators can manage other users in the system. Administrators can add, edit, and
activate/deactivate users. Administrators cannot delete users.

To be able to manage users, you must login to the system as the default “admin” user or with your
Administrator account. The main page displays the third tab, Users:

Signature Service

=+ Create New User

Users

Search User  Moskovis |

Username - First Name Last Hame

MMOSKOVITS Martin Maskovits mmoskovits@icompany.com Ves &

The Users tab lists all users in the system with their states and allows editing, activating and
deactivating users.

5.1. CREATING USERS

To add a new user to the system:
1. On the Users tab, click Create New User and fill in all the fields in the form that appears.

Signature Service

Documents Templates Users
New User
Usemame
First Name Last Name
Password Confirm Password
Email
[~ Administrator ¥ Active
o Ser e
se
MIMOSKOVITS Martin Masiovits mmosiovits@eompany.com ves

2. To assign the Administrator role to the user, select the Administrator checkbox. Otherwise,

leave it clear.
3. To keep the user active, select the Active checkbox. To deactivate the user, clear the Active

checkbox.
4. To save the new user, click the checkmark icon () in the upper-right corner of the form.

Otherwise, click A to discard the changes.
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Note
After creating a new user, you might need to click Search in order to see the new user in the list
of users.

5.2, EDITING USERS

To edit a user, on the Users tab, in the list of users, click the Edit icon ( £ ) next to the user’s name.
The user s edit form appears above the list of users.

Edit User

MMOSKOWITZ|

First Name | Martin Last Name | Moskovitz
Password Confirm Password
Email  mmoskovitz@e.mail

[ Administrator [ Active

Then, follow steps in Section 5.1 to change the user's personal data or password, assign or remove the
Administrator role, or activate/deactivate the user.

5.3. ACTIVATING/DEACTIVATING USERS

To activate or deactivate a user, open the user account for editing as explained in Section 5.2 and
select or clear the Active checkbox, respectively.
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